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1 How to Use KooCLI

Huawei Cloud Koo Command Line Interface (KooCLI), previously named "HCloud
CLI", is designed to manage Huawei Cloud service APIs released on API Explorer.
With KooCLI, you can call the open APIs of CFW to manage and use your CFW
resources. For details about KooCLI, see What Is KooCLI?

Installing KooCLI
Before using KooCLI, install it. KooCLI is compatible with Windows, Linux, and
macOS. Install the required version.

● Installing KooCLI in Windows
● Installing KooCLI in Linux
● Installing KooCLI in macOS
● Configuring and Using KooCLI in Docker

Initializing KooCLI Configuration
Your identity information is obtained for authentication when you use KooCLI to
call APIs. By configuring KooCLI initialization, you can store your permanent AK/SK
information in the configuration file. In this way, you do not need to frequently
enter the fixed information when calling APIs.

Skip this step if you intend to pass authentication parameters directly in
commands instead of using the configuration file. For details, see Using KooCLI in
Non-configuration Mode.

The following uses Windows as an example to describe how to initialize KooCLI
configuration. The operations on Linux and macOS are similar. Before the
initialization, obtain the AK/SK information. For details, see Access Keys.

1. Open the CLI.
2. Run the following commands to initialize the configuration:

hcloud configure init

3. Enter the parameter values as prompted.
Access Key ID [required]: //Mandatory. Enter the AK.
 Secret Access Key [required]: //Mandatory. Enter the SK. The system anonymizes the entered content.
 Secret Access Key (again): //Mandatory. Enter the SK again. The system anonymizes the entered 
content.
 Region: //Optional. Enter a region.
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After the configuration is complete, the system displays a message indicating
that the initial configuration is successful.

Generating and Executing CLI Commands
KooCLI supports two methods for generating commands:

● Use API Explorer to quickly generate and obtain the CLI command for calling
an API. You are advised to use API Explorer to obtain CLI commands.

● Use CLI commands to query the operation commands and related parameters
of APIs, and then manually combine the CLI commands to call the APIs. For
details, see Step 4: View and Run Cloud Service Operation Commands.
The following uses the Querying the Recipient Status API of SecMaster as
an example to describe how to generate a CLI command in API Explorer and
then run the CLI command to call the API.

a. In API Explorer, select SecMaster from the cloud service drop-down list
and v1 for Version. In the API list, choose Security Reports >
ListRecipientsStatus.

b. On the parameter configuration page in the middle, set the parameters
required for calling the API.

c. In the right pane, click the CLI Example tab to view the generated CLI
commands.
The following is an example of the CLI command for the API:
hcloud SecMaster ListRecipientsStatus/v1 --cli-region="cn-east-3" --
workspace_id="6944735d-2314-49f5-a4a2-855xxxx3e7fc" --
project_id="e3e9e6834f4440039782xxxx4f5b16d1" --email_address="10xxxx1323@qq.com"

d. Copy the generated CLI commands and paste them into the CLI for
execution.
The following is an example of the CLI command output for the API:
[ { "address" : "10xxxx1323@qq.com", "confirm_status" : "FINISH" } ]
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2 CLI Command Reference

2.1 CLI Command Reference (V2)

Alert Rule Template Management

API Name Command Description Operation

Querying the
Alert Rule
Template List

hcloud SecMaster
ListAlertRuleTem-
plates/v2

This API is used to
query the list of alert
rule templates.

Go debug

Viewing an Alert
Rule Template

hcloud SecMaster
ShowAlertRuleTe
mplate/v2

This API is used to
view an alert rule
template.

Go debug

Querying the
Alert Rule
Template
Overview

hcloud SecMaster
ListAlertRuleTem-
plateMetrics/v2

This API is used to
query the alert rule
template overview.

Go debug

 

Security Analysis

API Name Command Description Operation

Creating an Ad
Hoc Query

hcloud SecMaster
CreateAdhocQuer
y/v2

This API is used to
create an ad hoc
query.

Go debug

Obtaining Ad Hoc
Query Results

hcloud SecMaster
ShowAdhocResult
/v2

This API is used to
obtain an ad hoc
query result.

Go debug

Disabling the
Query Operation

hcloud SecMaster
DeleteAdhocQuer
y/v2

This API is used to
disable the query
operation.

Go debug
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API Name Command Description Operation

Creating Ad Hoc
SQL Parameter
Rendering

hcloud SecMaster
CreateSqlRender/v
2

This API is used create
ad hoc SQL parameter
rendering.

Go debug

Querying Table
Logs

hcloud SecMaster
ListTableLogs/v2

This API is used to
query table logs.

Go debug

Querying a Table
Histogram

hcloud SecMaster
ListTableHistogra
ms/v2

This API is used to
query a table
histogram.

Go debug

Creating a
Security Analysis
Query

hcloud SecMaster
CreateTableAnaly-
sis/v2

This API is used to
create a security
analysis query.

Go debug

 

Data Consumption Management
API Name Command Description Operation

Querying Real-
Time
Consumption
Configurations

hcloud SecMaster
ShowDataConsum
ption/v2

This API is used to
query the real-time
data consumption
configurations.

Go debug

Enabling Real-
time Consumption

hcloud SecMaster
EnableDataConsu
mption/v2

This API is used to
enable real-time
consumption.

Go debug

Disabling Real-
Time
Consumption

hcloud SecMaster
DisableDataConsu
mption/v2

Disabling Real-Time
Consumption

Go debug

 

SQL Verification
API Name Command Description Operation

Creating an SQL
Verification

hcloud SecMaster
CreateSqlValida-
tion/v2

This API is used to
create an SQL
verification.

Go debug

 

SecMaster
CLI Reference 2 CLI Command Reference

Issue 01 (2026-08-26) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 4

https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v2&api=CreateSqlRender
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v2&api=ListTableLogs
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v2&api=ListTableHistograms
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v2&api=CreateTableAnalysis
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v2&api=ShowDataConsumption
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v2&api=EnableDataConsumption
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v2&api=DisableDataConsumption
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v2&api=CreateSqlValidation


Alert Rule Management
API Name Command Description Operation

Querying the
Alert Rule List

hcloud SecMaster
ListAlertRules/v2

This API is used to
query the list of alert
rules.

Go debug

Creating an Alert
Rule

hcloud SecMaster
CreateAlertRule/v
2

This API is used to
create an alert rule.

Go debug

Querying an Alert
Rule

hcloud SecMaster
ShowAlertRule/v2

This API is used to
query an alert rule.

Go debug

Updating an Alert
Rule

hcloud SecMaster
UpdateAlertRule/v
2

This API is used to
update an alert rule.

Go debug

Deleting an Alert
Rule

hcloud SecMaster
DeleteAlertRule/v
2

This API is used to
delete an alert rule.

Go debug

Enabling an Alert
Rule

hcloud SecMaster
EnableAlertRule/v
2

This API is used to
enable an alert rule.

Go debug

Disabling an Alert
Rule

hcloud SecMaster
DisableAlertRule/v
2

This API is used to
disable an alert rule.

Go debug

Querying Alert
Rule Overview

hcloud SecMaster
ListAlertRuleMet-
rics/v2

This API is used to
query alert rule
overview.

Go debug

 

Directory Management
API Name Command Description Operation

Querying the
Directory Group

hcloud SecMaster
ListDirectories/v2

This API is used to
query the directory
group.

Go debug

 

Pipeline Management
API Name Command Description Operation

Updating the
Pipeline Structure

hcloud SecMaster
UpdatePipeSchem
a/v2

This API is used to
update the pipeline
structure.

Go debug
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API Name Command Description Operation

Querying Pipeline
Details

hcloud SecMaster
ShowPipe/v2

This API is used to
query pipeline details.

Go debug

Updating a
Pipeline

hcloud SecMaster
UpdatePipe/v2

This API is used to
update a pipeline.

Go debug

Deleting a
Pipeline

hcloud SecMaster
DeletePipe/v2

This API is used to
delete a pipeline.

Go debug

Querying the
Pipeline List

hcloud SecMaster
ListPipes/v2

This API is used to
query the pipeline list.

Go debug

Creating a
Pipeline

hcloud SecMaster
CreatePipe/v2

This API is used to
create a pipeline.

Go debug

 

Cloud Service Access
API Name Command Description Operation

Obtaining Cloud
Service Log
Collection
Configuration

hcloud SecMaster
ListCollectConfig/
v2

This API is used to
obtain cloud service
log collection
configuration.

Go debug

Saving Cloud
Service Log
Collection
Configuration

hcloud SecMaster
CreateCollectCon-
fig/v2

This API is used to
save cloud service
collection
configurations.

Go debug

 

Analysis Script Management
API Name Command Description Operation

Querying the List
of Analysis Scripts

hcloud SecMaster
ListAnalysisScripts
/v2

This API is used to
query the list of
analysis scripts.

Go debug

Creating an
Analysis Script

hcloud SecMaster
CreateAnalysisScri
pt/v2

This API is used to
create an analysis
script.

Go debug

Viewing an
Analysis Script

hcloud SecMaster
ShowAnalysisScrip
t/v2

This API is used to
view an analysis
script.

Go debug

Updating an
Analysis Script

hcloud SecMaster
UpdateAnalysisScr
ipt/v2

This API is used to
update an analysis
script.

Go debug
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API Name Command Description Operation

Deleting an
Analysis Script

hcloud SecMaster
DeleteAnalysisScri
pt/v2

This API is used to
delete an analysis
script.

Go debug

 

Retrieval Script Management
API Name Command Description Operation

Querying the
Retrieval Script
List

hcloud SecMaster
ListRetrieveScripts
/v2

This API is used to
query the list of
retrieval scripts.

Go debug

Creating a
Retrieval Script

hcloud SecMaster
CreateRetrieveScri
pt/v2

This API is used to
create a retrieval
script.

Go debug

Querying a
Retrieval Script

hcloud SecMaster
ShowRetrieveScrip
t/v2

This API is used to
query a retrieval
script.

Go debug

Updating a
Retrieval Script

hcloud SecMaster
UpdateRetrieveScr
ipt/v2

This API is used to
update retrieval script.

Go debug

Deleting a
Retrieval Script

hcloud SecMaster
DeleteRetrieveScri
pt/v2

This API is used to
delete a retrieval
script.

Go debug

 

Code Snippet Management
API Name Command Description Operation

Querying Code
Snippets

hcloud SecMaster
ListCodeSegments
/v2

This API is used to
query code snippets.

Go debug

Creating Code
Snippets

hcloud SecMaster
CreateCodeSegme
nt/v2

This API is used to
create code snippets.

Go debug

View Code
Snippets

hcloud SecMaster
ShowCodeSegmen
t/v2

This API is used to
view code snippets.

Go debug

Updating a Code
Snippet

hcloud SecMaster
UpdateCodeSegm
ent/v2

This API is used to
update a code
snippet.

Go debug
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API Name Command Description Operation

Deleting a Code
Snippet

hcloud SecMaster
DeleteCodeSegme
nt/v2

This API is used to
delete a code snippet.

Go debug

 

Subscription Management
API Name Command Description Operation

Querying
Resource
Subscription
Information

hcloud SecMaster
ShowSubscription
Resources/v2

This API is used to
query resource
subscription
information.

Go debug

 

Table Management
API Name Command Description Operation

Querying the
Table List

hcloud SecMaster
ListTables/v2

This API is used to
query the table list.

Go debug

Creating a Table hcloud SecMaster
CreateTable/v2

This API is used to
create a table.

Go debug

Querying Table
Details

hcloud SecMaster
ShowTable/v2

This API is used to
query table details.

Go debug

Modifying Table
Details

hcloud SecMaster
UpdateTable/v2

This API is used to
modify table details.

Go debug

Deleting a Table hcloud SecMaster
DeleteTable/v2

This API is used to
delete a table.

Go debug

Modifying the
Table Structure

hcloud SecMaster
UpdateTableSche-
ma/v2

This API is used to
modify the table
structure.

Go debug

 

Upgrading a Version
API Name Command Description Operation

Querying the
Current Available
Version

hcloud SecMaster
ShowVersion/v2

This API is used to
query the current
available version.

Go debug
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Data Processing Job Management
API Name Command Description Operation

Querying the
Data Processing
Job List

hcloud SecMaster
ListDataTransfor-
mations/v2

This API is used to
query the list of data
processing jobs.

Go debug

Creating a Data
Processing job.

hcloud SecMaster
CreateDataTrans-
formation/v2

This API is used to
create a data
processing job.

Go debug

Viewing a Data
Processing Job

hcloud SecMaster
ShowDataTransfor
mation/v2

This API is used to
view a data
processing job.

Go debug

Updating a Data
Processing Job

hcloud SecMaster
UpdateDataTrans-
formation/v2

This API is used to
update a data
processing job.

Go debug

Deleting a Data
Processing Job

hcloud SecMaster
DeleteDataTrans-
formation/v2

This API is used to
delete a data
processing job.

Go debug

Enabling a Data
Processing Job

hcloud SecMaster
EnableDataTrans-
formation/v2

This API is used to
enable a data
processing job.

Go debug

Disabling a Data
Processing Job

hcloud SecMaster
DisableDataTrans-
formation/v2

This API is used to
disable a data
processing job.

Go debug

Querying Data
Processing
Overview

hcloud SecMaster
ListDataTransfor-
mationMetrics/v2

This API is used to
query data processing
overview.

Go debug

 

Data Statistics
API Name Command Description Operation

Obtaining
Monitoring
Statistics

hcloud SecMaster
ShowMonitorStats
/v2

This API is used to
obtain monitoring
statistics.

Go debug
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Baseline Inspection
API Name Command Description Operation

Querying the List
of Baseline
Inspection Results

hcloud SecMaster
SearchBaseline/v2

This API is used to
query the list of
baseline inspection
results.

Go debug

Querying the
Check Item List

hcloud SecMaster
SearchCheckitems
/v2

This API is used to
query the check item
list.

Go debug

Adding a Custom
Check Item

hcloud SecMaster
CreateCustomized
Checkitem/v2

This API is used to
add a custom check
item.

Go debug

Deleting a
Custom Check
Item

hcloud SecMaster
DeleteCustomized
Checkitems/v2

This API is used to
delete a custom check
item.

Go debug

Querying Check
Item Details

hcloud SecMaster
ShowCheckitemD
etail/v2

This API is used to
query check item
details.

Go debug

Updating a Check
Item

hcloud SecMaster
UpdateCheckitem
/v2

This API is used to
update a check item.

Go debug

Querying the
Compliance Pack
List

hcloud SecMaster
SearchCompliance
Packages/v2

This API is used to
query the compliance
pack list.

Go debug

Adding a Custom
Compliance Pack

hcloud SecMaster
CreateCustomized
CompliancePacka
ge/v2

This API is used to
add a custom
compliance pack.

Go debug

Deleting a
Custom
Compliance Pack

hcloud SecMaster
DeleteCustomized
CompliancePacka
ges/v2

This API is used to
delete a custom
compliance pack.

Go debug

Querying
Compliance Pack
Details

hcloud SecMaster
ShowComplianceP
ackageDetail/v2

This API is used to
query compliance
pack details.

Go debug

Updating a
Compliance Pack

hcloud SecMaster
UpdateComplianc
ePackage/v2

This API is used to
update a compliance
pack.

Go debug
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https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v2&api=SearchBaseline
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v2&api=SearchCheckitems
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v2&api=CreateCustomizedCheckitem
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v2&api=DeleteCustomizedCheckitems
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v2&api=ShowCheckitemDetail
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v2&api=UpdateCheckitem
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v2&api=SearchCompliancePackages
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v2&api=CreateCustomizedCompliancePackage
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v2&api=DeleteCustomizedCompliancePackages
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v2&api=ShowCompliancePackageDetail
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v2&api=UpdateCompliancePackage


Layouts
API Name Command Description Operation

Querying the
Layout Field List

hcloud SecMaster
ListLayoutFieldAll/
v2

This API is used to
query the layout field
list.

Go debug

Creating a Layout
Field

hcloud SecMaster
CreateLayoutField
/v2

This API is used to
create a layout field.

Go debug

Batch Deleting
Layout Fields

hcloud SecMaster
DeleteLayoutField
/v2

This API is used to
delete layout fields.

Go debug

Querying Layout
Field Details

hcloud SecMaster
ShowLayoutFieldI
nfo/v2

This API is used to
query the layout field
details.

Go debug

Updating a
Layout Field

hcloud SecMaster
UpdateLayoutFiel
d/v2

This API is used to
update a layout field.

Go debug

 

2.2 CLI Command Reference (V1)

Tenant Collection
API Name Command Description Operation

Querying the
Collection
Channel List

hcloud SecMaster
ListCollectorChan-
nels/v1

This API is used to
query the list of
collection channels.

Go debug

Creating a
Collection
Channel

hcloud SecMaster
CreateCollectorCh
annel/v1

This API is used to
create a collection
channel.

Go debug

Querying the
Collection
Channel Group
List

hcloud SecMaster
ListCollectorChan-
nelGroup/v1

This API is used to
query the list of
collection channel
groups.

Go debug

Creating a
Collection
Channel Group

hcloud SecMaster
CreateCollectorCh
annelGroup/v1

This API is used to
create a collection
channel group.

Go debug

Updating a
Collection
Channel Group

hcloud SecMaster
UpdateCollectorC
hannelGroup/v1

This API is used to
update a collection
channel group.

Go debug

SecMaster
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https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v2&api=ListLayoutFieldAll
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v2&api=CreateLayoutField
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v2&api=DeleteLayoutField
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v2&api=ShowLayoutFieldInfo
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v2&api=UpdateLayoutField
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ListCollectorChannels
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=CreateCollectorChannel
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ListCollectorChannelGroup
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=CreateCollectorChannelGroup
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=UpdateCollectorChannelGroup


API Name Command Description Operation

Deleting a
Collection
Channel Group

hcloud SecMaster
DeleteCollectorCh
annelGroup/v1

This API is used to
delete a collection
channel group.

Go debug

Querying the
Collection
Channel Instance
List

hcloud SecMaster
ListCollectorIn-
stances/v1

This API is used to
query the list of
collection channel
instances.

Go debug

Displaying
Collection
Channels

hcloud SecMaster
ShowCollectorCh-
annel/v1

This API is used to
display collection
channels.

Go debug

Modifying a
Collection
Channel

hcloud SecMaster
UpdateCollectorC
hannel/v1

This API is used to
modify a collection
channel.

Go debug

Deleting a
Collection
Channel

hcloud SecMaster
DeleteCollectorCh
annel/v1

This API is used to
delete a collection
channel.

Go debug

Executing a
Collection
Channel
Operation

hcloud SecMaster
CreateCollectorCh
annelOperation/v
1

This API is used to
execute a collection
channel operation.

Go debug

Querying the
Collection
Connection List

hcloud SecMaster
ListCollectorCon-
nections/v1

This API is used to
query the list of
collection connections.

Go debug

Creating a
Collection
Connection

hcloud SecMaster
CreateCollector-
Connection/v1

This API is used to
create a collection
connection.

Go debug

Querying
Collection
Connection
Details

hcloud SecMaster
ShowCollectorCon
nection/v1

This API is used to
query collection
connection details.

Go debug

Updating a
Collection
Connection

hcloud SecMaster
UpdateCollector-
Connection/v1

This API is used to
update a collection
connection.

Go debug

Deleting a
Collection
Connection

hcloud SecMaster
DeleteCollector-
Connection/v1

This API is used to
delete a collection
connection.

Go debug

Installing a
Collection
Channel File

hcloud SecMaster
CreateCollector-
Files/v1

This API is used to
installing a collection
channel file.

Go debug

Querying
Collection Parsers

hcloud SecMaster
ListCollectorPars-
ers/v1

This API is used to
query collection
parsers.

Go debug
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https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=DeleteCollectorChannelGroup
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ListCollectorInstances
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ShowCollectorChannel
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=UpdateCollectorChannel
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=DeleteCollectorChannel
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=CreateCollectorChannelOperation
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ListCollectorConnections
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=CreateCollectorConnection
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ShowCollectorConnection
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=UpdateCollectorConnection
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=DeleteCollectorConnection
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=CreateCollectorFiles
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ListCollectorParsers


API Name Command Description Operation

Creating a
Collection Parser

hcloud SecMaster
CreateCollector-
Parser/v1

This API is used to
create a collection
parser.

Go debug

Exporting a
Collection Parser

hcloud SecMaster
ExportCollector-
Parser/v1

This API is used to
export a collection
parser.

Go debug

Importing a
Collection Parser

hcloud SecMaster
ImportCollector-
Parser/v1

This API is used to
import a collection
parser.

Go debug

Querying the
Collection Parser
Template List

hcloud SecMaster
ListCollectorPar-
serTemplate/v1

This API is used to
query the list of
collection parser
templates.

Go debug

Querying
Collection Parser
Details

hcloud SecMaster
ShowCollectorPars
er/v1

This API is used to
query collection
parser details.

Go debug

Deleting a
Collection Parser

hcloud SecMaster
DeleteCollector-
Parser/v1

This API is used to
delete a collection
parser.

Go debug

Querying the
Parser List

hcloud SecMaster
ListCollectorMo-
duleTemplate/v1

This API is used to list
parsers.

Go debug

Querying the
Parser Rule List

hcloud SecMaster
ListCollectorMo-
duleRestrictions/v
1

This API is used to
query the list of
parser rules.

Go debug

Querying the
Collection Node
List

hcloud SecMaster
ListCollectorNode/
v1

This API is used to
query the collection
node list.

Go debug

 

Node Management
API Name Command Description Operation

Querying
Component
Information by
Node ID

hcloud SecMaster
ListNodes/v1

Node to be queried. Go debug

Deleting a Node
by Node ID

hcloud SecMaster
DeleteNode/v1

This API is used to
delete a node.

Go debug
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https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=CreateCollectorParser
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ExportCollectorParser
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ImportCollectorParser
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ListCollectorParserTemplate
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ShowCollectorParser
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=DeleteCollectorParser
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ListCollectorModuleTemplate
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ListCollectorModuleRestrictions
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ListCollectorNode
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ListNodes
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=DeleteNode


API Name Command Description Operation

Querying the
Installation Script
List

hcloud SecMaster
ListInstallation/v1

This API is used to
query the installation
script list.

Go debug

Querying the
VPCEP Description

hcloud SecMaster
ListVpcEndpoint-
Service/v1

This API is used to list
VPCEP services.

Go debug

Updating VPCEP
Description

hcloud SecMaster
UpdateVpcEndpoi
ntService/v1

This API is used to
update VPCEP.

Go debug

Updating Node
Information

hcloud SecMaster
UpdateNode/v1

This API is used to
update node
information.

Go debug

 

Component Management
API Name Command Description Operation

Querying the
Component List

hcloud SecMaster
ListIsapComponen
ts/v1

This API is used to
query the component
list.

Go debug

Displaying the
Component
Details

hcloud SecMaster
ShowIsapCompon
ent/v1

This API is used to
display component
details.

Go debug

Querying
Component
Configurations

hcloud SecMaster
ListComponentCo
nfiguration/v1

This API is used to
query component
configurations.

Go debug

Saving
Component
Configuration

hcloud SecMaster
UpdateComponen
tConfiguration/v1

This API is used to
save component
configuration.

Go debug

Creating a
Configuration
Application

hcloud SecMaster
CreateConfigura-
tionApplication/v1

This API is used to
create a configuration
application.

Go debug

Obtaining the
Configuration
Data of a
Historical
Component
Version

hcloud SecMaster
ListHistoryCompo
nentConfiguration
/v1

This API is used to
obtain the
configuration data of
historical component
versions.

Go debug

Querying the
Running Node List

hcloud SecMaster
ListRunningNodes
/v1

This API is used to
query the list of
running nodes.

Go debug

SecMaster
CLI Reference 2 CLI Command Reference

Issue 01 (2026-08-26) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 14

https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ListInstallation
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ListVpcEndpointService
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=UpdateVpcEndpointService
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=UpdateNode
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ListIsapComponents
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ShowIsapComponent
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ListComponentConfiguration
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=UpdateComponentConfiguration
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=CreateConfigurationApplication
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ListHistoryComponentConfiguration
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ListRunningNodes


API Name Command Description Operation

Querying the
Component
Template List

hcloud SecMaster
ListComponentTe
mplate/v1

This API is used to
query the list of
component templates.

Go debug

 

Alert Rule Management
API Name Command Description Operation

Listing Alert Rules hcloud SecMaster
ListAlertRules/v1

This API is used to list
alert rules.

Go debug

Creating an Alert
Rule

hcloud SecMaster
CreateAlertRule/v
1

This API is used to
create an alert rule.

Go debug

Deleting an Alert
Rule

hcloud SecMaster
DeleteAlertRule/v
1

This API is used to
delete an alert rule.

Go debug

Disabling an Alert
Rule

hcloud SecMaster
DisableAlertRule/v
1

This API is used to
disable an alert rule.

Go debug

Enabling an Alert
Rule

hcloud SecMaster
EnableAlertRule/v
1

This API is used to
enable an alert rule.

Go debug

Querying Alert
Rules

hcloud SecMaster
ListAlertRuleMet-
rics/v1

This API is used to
query alert rules.

Go debug

Simulating an
Alert Rule

hcloud SecMaster
CreateAlertRuleSi-
mulation/v1

This API is used to
simulate an alert rule.

Go debug

Querying the
Alert Rule
Template List

hcloud SecMaster
ListAlertRuleTem-
plates/v1

This API is used to
query the alert rule
template list.

Go debug

Querying Alert
Template
Overview

hcloud SecMaster
ListAlertRuleTem-
plateMetrics/v1

This API is used to
querying alert
template overview.

Go debug

Viewing Alert
Rule Templates

hcloud SecMaster
ShowAlertRuleTe
mplate/v1

This API is used to
view alert rule
templates.

Go debug

Querying an Alert
Rule

hcloud SecMaster
ShowAlertRule/v1

This API is used to
query an alert rule.

Go debug
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https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ListComponentTemplate
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ListAlertRules
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=CreateAlertRule
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https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ListAlertRuleTemplates
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ListAlertRuleTemplateMetrics
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ShowAlertRuleTemplate
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ShowAlertRule


API Name Command Description Operation

Updating an Alert
Rule

hcloud SecMaster
UpdateAlertRule/v
1

This API is used to
update an alert rule.

Go debug

 

Data Space Management
API Name Command Description Operation

Obtaining the
Data Space List

hcloud SecMaster
ListDataspaces/v1

This API is used to
obtain the data space
list.

Go debug

Creating a Data
Space

hcloud SecMaster
CreateDataspace/
v1

This API is used to
create a data space.

Go debug

Obtaining Data
Space Details

hcloud SecMaster
ShowDataspace/v
1

This API is used to
obtain data space
details.

Go debug

Modifying a Data
Space

hcloud SecMaster
UpdateDataspace
/v1

This API is used to
modify a data space.

Go debug

Deleting a Data
Space

hcloud SecMaster
DeleteDataspace/
v1

This API is used to
delete a data space.

Go debug

 

Pipeline Management
API Name Command Description Operation

Creating a Data
Pipeline

hcloud SecMaster
CreatePipe/v1

This API is used to
create a data pipeline.

Go debug

 

Cloud Service Access
API Name Command Description Operation

Obtaining Cloud
Service Log
Collection
Configuration

hcloud SecMaster
ListCollectConfig/
v1

This API is used to
obtain cloud service
log collection
configuration.

Go debug
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https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=UpdateAlertRule
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https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=DeleteDataspace
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API Name Command Description Operation

Saving Cloud
Service Log
Collection
Configuration

hcloud SecMaster
CreateCollectCon-
fig/v1

This API is used to
save cloud service
collection
configurations.

Go debug

Querying the
Region List

hcloud SecMaster
ListRegions/v1

This API is used to
query the region list.

Go debug

 

Cloud Log Resources
API Name Command Description Operation

Obtaining the
Industry
Monitoring
Information

hcloud SecMaster
ShowPlatformMa
naged/v1

This API is used to
obtain the industry
monitoring
information.

Go debug

Listing Cloud Log
Resources

hcloud SecMaster
ListCloudLogReso
urces/v1

This API is used to list
cloud log resources.

Go debug

Creating Cloud
Log Resources

hcloud SecMaster
CreateResourceCo
nfig/v1

This API is used to
create cloud log
resources.

Go debug

Query the
Industry
Monitoring Status

hcloud SecMaster
ShowCloudLogTen
antWhitelist/v1

This API is used to
query whether
industry monitoring is
enabled.

Go debug

Querying the List
of Platform
Industry
Monitoring
Accounts

hcloud SecMaster
ListCloudLogPlat-
form/v1

List Cloud Log
Resources

Go debug

Querying the List
of Industry
Monitoring
Accounts

hcloud SecMaster
ListCloudLogMan
ages/v1

This API is used to list
cloud log resources.

Go debug

Deleting LTS Log
Subscription

hcloud SecMaster
DeleteLtsCloudLo
g/v1

This API is used to list
cloud log resources.

Go debug

Querying the List
of Pipeline Aliases

hcloud SecMaster
ListCloudLogAlias/
v1

This API is used to list
cloud log resources.

Go debug
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Monitoring
API Name Command Description Operation

Obtaining Metric
Statistics

hcloud SecMaster
ShowMoniterMetr
icStats/v1

This API is used to
obtain metric
statistics.

Go debug

 

Data Pipelines
API Name Command Description Operation

Obtaining the
Data Pipeline List

hcloud SecMaster
ListPipes/v1

This API is used to
obtain the data
pipeline list.

Go debug

Obtaining Data
Pipeline Details

hcloud SecMaster
ShowPipe/v1

This API is used to
obtain data pipeline
details.

Go debug

Modifying a Data
Pipeline

hcloud SecMaster
UpdatePipe/v1

This API is used to
modify a data
pipeline.

Go debug

Deleting a Data
Pipeline

hcloud SecMaster
DeletePipe/v1

This API is used to
deleting a data
pipeline.

Go debug

Querying Real-
Time
Consumption
Configurations

hcloud SecMaster
ShowPipeConsum
ption/v1

Querying Real-Time
Consumption
Configurations

Go debug

Enabling Real-
time Consumption

hcloud SecMaster
CreatePipeConsu
mption/v1

Enabling Real-time
Consumption

Go debug

Disabling Real-
Time
Consumption

hcloud SecMaster
DeletePipeConsu
mption/v1

This API is used to
disable real-time
consumption.

Go debug

Obtaining Index
Information

hcloud SecMaster
ShowPipeIndex/v1

This API is used to
obtain index
information.

Go debug

Modifying Indexes hcloud SecMaster
UpdatePipeIndex/
v1

This API is used to
modify indexes.

Go debug
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Query and Analysis
API Name Command Description Operation

Obtaining the
Data Distribution
Histogram

hcloud SecMaster
ListSearchHisto-
grams/v1

This QPI is used to
obtain the data
distribution histogram.

Go debug

Obtaining Search
Data

hcloud SecMaster
ListSearchLogs/v1

This API is used to
obtain search data.

Go debug

 

Query Conditions
API Name Command Description Operation

Querying the
Search Criteria
List

hcloud SecMaster
ListSearchCondi-
tions/v1

This API is used to
query the search
criteria list.

Go debug

Creating Search
Criteria

hcloud SecMaster
CreateSearchCon-
dition/v1

This API is used to
create search criteria.

Go debug

This API is used to
query search
criteria details.

hcloud SecMaster
ShowSearchCondi
tion/v1

Querying Search
Criteria Details

Go debug

Modifying Search
Criteria

hcloud SecMaster
UpdateSearchCon
dition/v1

This API is used to
modify search criteria.

Go debug

Deleting Search
Criteria

hcloud SecMaster
DeleteSearchCon-
dition/v1

This API is used to
delete search criteria.

Go debug

 

Data Delivery
API Name Command Description Operation

Querying Delivery
Information

hcloud SecMaster
ListShippers/v1

This API is used to
query delivery
information.

Go debug

Creating a Data
Delivery

hcloud SecMaster
CreateShipper/v1

This API is used to
create a data delivery.

Go debug

Deleting Delivery
Information

hcloud SecMaster
DeleteShipper/v1

This API is used to
delete delivery
information.

Go debug
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API Name Command Description Operation

Obtaining the
Delivery
Authorization List

hcloud SecMaster
ListShipperAutho-
rizations/v1

This API is used to
obtain the delivery
authorization list.

Go debug

Handling
Authorization
Requests

hcloud SecMaster
HandleShipperAu-
thorization/v1

This API is used to
handle authorization
requests.

Go debug

Obtaining Agency
Permissions

hcloud SecMaster
ShowShipperDele-
gateAuth/v1

This API is used to
obtain agency
permissions.

Go debug

Creating Agency
Permissions

hcloud SecMaster
CreateShipperDe-
legateAuth/v1

This API is used to
create agency
permissions.

Go debug

Querying
Parameters

hcloud SecMaster
ShowShipperPara
m/v1

This API is used to
query parameters.

Go debug

Querying Delivery
Rule Details

hcloud SecMaster
ShowShipper/v1

This API is used to
query delivery rule
details.

Go debug

Performing
Authorization
Again

hcloud SecMaster
RetryShipperAuth
orization/v1

This API is used to
perform authorization
again.

Go debug

Suspending a
Delivery

hcloud SecMaster
PauseShipper/v1

This API is used to
suspend a delivery.

Go debug

Starting a
Delivery

hcloud SecMaster
ResumeShipper/v
1

This API is used to
start a delivery.

Go debug

Restarting a
Delivery

hcloud SecMaster
RetryShipper/v1

This API is used to
restart a delivery.

Go debug

 

Analysis and Query
API Name Command Description Operation

Executing Analysis hcloud SecMaster
CreateSearchAnal-
ysis/v1

This API is used to
execute analysis.

Go debug
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Workflow Management
API Name Command Description Operation

Querying the
Workflow List

hcloud SecMaster
ListWorkflows/v1

This API is used to
query the workflow
list.

Go debug

Creating a
Workflow

hcloud SecMaster
CreateAopWorkflo
w/v1

This API is used to
create a workflow.

Go debug

Querying
Workflow Details

hcloud SecMaster
ShowAopWorkflo
w/v1

This API is used to
query workflow
details.

Go debug

Updating a
Workflow

hcloud SecMaster
UpdateAopWorkfl
ow/v1

This API is used to
update a workflow.

Go debug

Deleting a
Workflow

hcloud SecMaster
DeleteAopWorkflo
w/v1

This API is used to
delete a workflow.

Go debug

 

Workflow Version Management
API Name Command Description Operation

Querying the
Workflow Version
List

hcloud SecMaster
ListAopWorkflow-
Versions/v1

This API is used to
query the workflow
version list.

Go debug

Creating a
Workflow Version

hcloud SecMaster
CreateAopWorkflo
wVersion/v1

This API is used to
create a workflow
version.

Go debug

Querying
Workflow Version
Details

hcloud SecMaster
ShowAopWorkflo
wVersion/v1

This API is used to
query workflow
version details.

Go debug

Updating the
Workflow Version
Information

hcloud SecMaster
UpdateAopWorkfl
owVersion/v1

This API is used to
update the workflow
version information.

Go debug

Deleting a
Workflow Version

hcloud SecMaster
DeleteAopWorkflo
wVersion/v1

This API is used to
delete a workflow
version.

Go debug

Reviewing the
Workflow Version
for Release

hcloud SecMaster
CreateAopWorkflo
wVersionApprovel
/v1

This API is used to
review a workflow
version.

Go debug
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API Name Command Description Operation

Verifying a
Workflow Version

hcloud SecMaster
ValidateAopWork-
flowVersion/v1

This API is used to
verify a workflow
version.

Go debug

 

Workflow Packaging Management
API Name Command Description Operation

Exporting a
Workflow

hcloud SecMaster
ExportAopworkflo
w/v1

This API is used to
export workflows.

Go debug

Importing
Workflow
Information

hcloud SecMaster
ImportAopworkflo
w/v1

This API is used to
import workflows.

Go debug

 

Workflow Instance Management
API Name Command Description Operation

Creating a
Workflow
Instance

hcloud SecMaster
CreateWorkflowIn
stance/v1

This API is used to
create a workflow
instance.

Go debug

Querying the
Workflow
Instance List

hcloud SecMaster
ListAopWorkflowI
nstance/v1

This API is used to
query workflow
instance list.

Go debug

Querying the
Details of a
Workflow
Instance

hcloud SecMaster
ShowAopWorkflo
wInstance/v1

This API is used to
query the details of a
workflow instance.

Go debug

Updating a
Workflow
Instance

hcloud SecMaster
UpdateWorkflowI
nstance/v1

This API is used to
update a workflow
instance.

Go debug
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https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ExportAopworkflow
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ImportAopworkflow
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=CreateWorkflowInstance
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ListAopWorkflowInstance
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ShowAopWorkflowInstance
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=UpdateWorkflowInstance


Metering and Billing
API Name Command Description Operation

Querying
Subscribed
Resources of a
User

hcloud SecMaster
ListSubscription-
Order/v1

This API is used to
query details about a
subscribed resource.
Note that the
purchase, usage, and
smn parameters are
mutually exclusive.
Only one request
parameter can be
matched at a time.
The priority is as
follows: smn > usage
> purchase.

Go debug

Enabling or
Configuring
SecMaster
Subscription

hcloud SecMaster
CreateSubscriptio
nOrder/v1

This API is used to
enable or configure
the subscription to
SecMaster.

Go debug

Updating a
Resource

hcloud SecMaster
UpdateSubscriptio
nOrder/v1

This API is used to
update a subscribed
resource.

Go debug

Unsubscribing
from a Resource

hcloud SecMaster
DeleteSubscriptio
nOrder/v1

This API is used to
cancel subscriptions to
SecMaster resources.
This API is supported
only in pay-per-use
scenarios.

Go debug

Querying the
SecMaster
Offerings
Available at the
Current Site

hcloud SecMaster
ListSubscription-
Product/v1

This API is used to
query the SecMaster
offerings available at
the current site.

Go debug

Querying the List
of Purchased
Resources

hcloud SecMaster
ListSubscription-
GlobalOrder/v1

This API is used to
query the list of
purchased resources.

Go debug

 

Metric Management
API Name Command Description Operation

Batch Querying
Metrics

hcloud SecMaster
BatchSearchMetri-
cHits/v1

This API is used to
batch query metrics.

Go debug
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Comment
API Name Command Description Operation

Querying the
Comment List

hcloud SecMaster
ListNotes/v1

This API is used to
query the comment
list.

Go debug

Creating a
Comment

hcloud SecMaster
CreateNote/v1

This API is used to
create comments.

Go debug

Deleting a
Comment

hcloud SecMaster
DeleteNotes/v1

This API is used to
delete a comment.

Go debug

 

Dictionary Management
API Name Command Description Operation

Querying
Dictionary
Information

hcloud SecMaster
ListConfiguration-
Dictionaries/v1

This API is used to
query dictionary
information.

Go debug

Creating a
Dictionary

hcloud SecMaster
CreateConfigura-
tionDictionaries/v
1

This API is used to
create dictionary data.

Go debug

Updating a
Dictionary

hcloud SecMaster
UpdateConfigura-
tionDictionaries/v
1

This API is used to
update dictionary
data.

Go debug

Deleting a
Dictionary

hcloud SecMaster
DeleteConfigura-
tionDictionaries/v
1

This API is used to
delete dictionary data.

Go debug

 

Plug-in Management
API Name Command Description Operation

Querying the
Plug-in Definition
List

hcloud SecMaster
ListComponents/v
1

This API is used to
query the plug-in
definition list.

Go debug

Querying Plug-in
Details

hcloud SecMaster
ShowComponent/
v1

This API is used to
query plug-in details.

Go debug
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API Name Command Description Operation

Querying the
Plug-in Action List

hcloud SecMaster
ListComponentAc-
tions/v1

This API is used to
query the plug-in
function, connector,
and manager list

Go debug

Querying Plug-in
Action Details

hcloud SecMaster
ShowComponent
Action/v1

This API is used to
query plug-in action
details.

Go debug

 

Operation Connection Management
API Name Command Description Operation

Querying the
Operation
Connection List

hcloud SecMaster
ListConnections/v
1

This API is used to
query the operation
connection list.

Go debug

Creating an
Operation
Connection

hcloud SecMaster
CreateConnection
/v1

This API is used to
create an operation
connection.

Go debug

Querying
Operation
Connection
Details

hcloud SecMaster
ShowConnection/
v1

This API is used to
query operation
connection details.

Go debug

Updating an
Operation
Connection

hcloud SecMaster
UpdateConnectio
n/v1

This API is used to
update an operation
connection.

Go debug

Deleting an
Operation
Connection

hcloud SecMaster
DeleteConnection
/v1

This API is used to
delete an operation
connection.

Go debug

 

Attachment Management
API Name Command Description Operation

Uploading an
Attachment

hcloud SecMaster
UploadAttachmen
t/v1

This API is used to
upload an attachment
to OBS.

Go debug

Downloading an
Attachment

hcloud SecMaster
DownloadAttach
ment/v1

This API is used to
download an
attachment from OBS.

Go debug

Obtaining
Attachment
Details

hcloud SecMaster
ShowAttachment/
v1

This API is used to
obtain attachment
details.

Go debug
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Plugin Configuration Template Management
API Name Command Description Operation

Querying Plugin
Configuration
Templates

hcloud SecMaster
ListComponentTe
mplates/v1

This API is used to
query the plugin
configuration
template list during
workflow
configuration.

Go debug

Creating a Plugin
Configuration
Template

hcloud SecMaster
CreateComponent
Template/v1

This API is used to
create a plugin
configuration
template during
workflow
configuration.

Go debug

Querying Plugin
Configuration
Template Details

hcloud SecMaster
ShowComponentT
emplate/v1

This API is used to
query the plugin
configuration
template details
during workflow
configuration.

Go debug

Updating a Plugin
Configuration
Template

hcloud SecMaster
UpdateComponen
tTemplate/v1

This API is used to
update a plugin
configuration
template during
workflow
configuration.

Go debug

Deleting a Plugin
Configuration
Template

hcloud SecMaster
DeleteComponent
Template/v1

This API is used to
delete a plugin
configuration
template during
workflow
configuration.

Go debug

 

Data Class Management
API Name Command Description Operation

Querying the
Data Class List

hcloud SecMaster
ListDataclass/v1

This API is used to
query the data class
list.

Go debug

Querying the
Field List

hcloud SecMaster
ListDataclassField
s/v1

This API is used to
query the field list.

Go debug
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API Name Command Description Operation

Querying Data
Class Details

hcloud SecMaster
ShowDataClassIn-
fo/v1

This API is used to
query data class
details.

Go debug

 

Data Class Types
API Name Command Description Operation

Adding a Data
Class Type

hcloud SecMaster
CreateDataclassTy
pe/v1

This API is used to
add a data type.

Go debug

Deleting a Data
Class Type

hcloud SecMaster
DeleteDataclassTy
pe/v1

This API is used to
delete a data class
type.

Go debug

Enabling/
Disabling a Data
Class Type

hcloud SecMaster
EnableDataclassTy
pe/v1

This API is used to
disable or enable a
data class type.

Go debug

 

Alert Management
API Name Command Description Operation

Querying the
Alert List

hcloud SecMaster
ListAlerts/v1

This API is used to
query the alert list.

Go debug

Creating an Alert hcloud SecMaster
CreateAlert/v1

This API is used to
create an alert.

Go debug

Deleting an Alert hcloud SecMaster
DeleteAlert/v1

This API is used to
delete an alert.

Go debug

Converting an
Alert into an
Incident

hcloud SecMaster
CreateBatchOrder
Alerts/v1

This API is used to
convert alerts into
incidents.

Go debug

Obtain Alert
Details

hcloud SecMaster
ShowAlert/v1

This API is used to
obtain alert details.

Go debug

Updating an Alert hcloud SecMaster
ChangeAlert/v1

This API is used to
update alerts based
on attribute changes.
The update works on
only changed
columns.

Go debug
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https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=CreateBatchOrderAlerts
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ShowAlert
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ChangeAlert


API Name Command Description Operation

Batch Updating
Alerts

hcloud SecMaster
ChangeAlerts/v1

This API is used to
batch update alerts
based on attribute
changes. The update
works on only
changed columns.

Go debug

Batch Deleting
Alerts

hcloud SecMaster
DeleteAlerts/v1

This API is used to
batch delete alerts.

Go debug

Importing Alerts hcloud SecMaster
ImportAlerts/v1

This API is used to
batch import alerts.
You need to fill in the
downloaded template
based on the data
object types and
descriptions specified
for security incidents.
Mandatory fields
cannot be left empty.
The backend will
verify all fields during
import.

Go debug

Downloading an
Alert Import
Template

hcloud SecMaster
DownloadAlertTe
mplate/v1

This API is used to
download the alert
import template. The
template is organized
based on the standard
data class field
attributes. The default
alert example will be
downloaded.

Go debug

Exporting Alerts hcloud SecMaster
ExportAlerts/v1

This API is used to
export alerts. If the
field is of the object
type, the content of
the entire subobject is
exported.

Go debug

 

Incident Management
API Name Command Description Operation

Querying the
Incident List

hcloud SecMaster
ListIncidents/v1

This API is used to
query the incident list.

Go debug

Creating an
Incident

hcloud SecMaster
CreateIncident/v1

This API is used to
create an incident.

Go debug
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https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ChangeAlerts
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=DeleteAlerts
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ImportAlerts
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=DownloadAlertTemplate
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ExportAlerts
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ListIncidents
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=CreateIncident


API Name Command Description Operation

Deleting an
Incident

hcloud SecMaster
DeleteIncident/v1

This API is used to
delete an incident.

Go debug

Querying Details
About an Incident

hcloud SecMaster
ShowIncident/v1

This API is used to
obtain the details
about an incident.

Go debug

Updating an
Incident

hcloud SecMaster
ChangeIncident/v
1

This API is used to
update an incident
based on its attribute
changes. The update
works on only
changed columns.

Go debug

Batch Updating
Incidents

hcloud SecMaster
ChangeIncidents/v
1

This API is used to
update an incident
based on its attribute
changes. The update
works on only
changed columns.

Go debug

Batch Deleting
Incidents

hcloud SecMaster
DeleteIncidents/v
1

This API is used to
batch delete incidents.

Go debug

Importing
Incidents

hcloud SecMaster
ImportIncidents/v
1

This API is used to
import incidents. You
need to fill in the
downloaded template
based on the data
object types and
descriptions specified
for security incidents.
Mandatory fields
cannot be left empty.
The backend will
verify all fields during
import.

Go debug

Downloading an
Incident Import
Template

hcloud SecMaster
DownloadIncident
Template/v1

This API is used to
download the incident
import template. The
template is organized
based on the standard
data class field
attributes. The default
incident example will
be downloaded.

Go debug
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https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=DeleteIncident
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ShowIncident
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ChangeIncident
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ChangeIncidents
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=DeleteIncidents
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ImportIncidents
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=DownloadIncidentTemplate


API Name Command Description Operation

Exporting
Incidents

hcloud SecMaster
ExportIncidents/v1

This API is used to
export the incident
list. If the field is of
the object type, the
content of the entire
subobject will be
exported.

Go debug

 

Threat Indicator Management
API Name Command Description Operation

Querying the
Indicator List

hcloud SecMaster
ListIndicators/v1

This API is used to
query the indicator
list.

Go debug

Creating a Threat
Indicator

hcloud SecMaster
CreateIndicator/v1

This API is used to
create a threat
indicator.

Go debug

Deleting a Threat
Indicator

hcloud SecMaster
DeleteIndicator/v1

Deleting a Threat
Indicator

Go debug

Querying Details
About a Threat
Indicator

hcloud SecMaster
ShowIndicatorDe-
tail/v1

This API is used to
query the details
about a threat
indicator.

Go debug

Updating a Threat
Indicator

hcloud SecMaster
UpdateIndicator/v
1

This API is used to
update a threat
indicator.

Go debug

Downloading an
Indicator
Template

hcloud SecMaster
DownloadIndicato
rTemplate/v1

This API is used to
download the
indicator import
template. The
template is organized
based on the standard
data class field
attributes. The default
indicator example will
be downloaded.

Go debug

Exporting
Indicators

hcloud SecMaster
ExportIndicators/v
1

This API is used to
export indicators. If
the field is of the
object type, the
content of the entire
subobject will be
exported.

Go debug
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https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ExportIncidents
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ListIndicators
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=CreateIndicator
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=DeleteIndicator
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ShowIndicatorDetail
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=UpdateIndicator
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=DownloadIndicatorTemplate
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ExportIndicators


API Name Command Description Operation

Importing
Indicators

hcloud SecMaster
ImportIndicators/v
1

This API is used to
import indicators in
batches. You need to
fill in the downloaded
template based on the
data object types and
descriptions specified
for indicators.
Mandatory fields
cannot be left empty.
The backend will
verify all fields during
import.

Go debug

 

Incident Relationship Management
API Name Command Description Operation

Querying the
Associated Data
Object List

hcloud SecMaster
ListDataobjectRe-
lations/v1

This API is used to
query the associated
data object list.

Go debug

Associating a
Data Object

hcloud SecMaster
CreateDataobjec-
tRelation/v1

This API is used to
associate a data
object.

Go debug

Canceling
Association with a
Data Object

hcloud SecMaster
DeleteDataobjec-
tRelation/v1

This API is used to
cancel association
with a data object.

Go debug

Batch Associating
Data Objects

hcloud SecMaster
BatchCreateDatao
bjectRelations/v1

This API is used to
batch associate data
objects.

Go debug

 

General Security Application
API Name Command Description Operation

Querying the
Data Object List

hcloud SecMaster
ListDataobjects/v1

This API is used to
query the data object
list.

Go debug

Creating a Data
Object

hcloud SecMaster
CreateDataobject/
v1

This API is used to
create data objects.

Go debug
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https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ImportIndicators
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ListDataobjectRelations
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=CreateDataobjectRelation
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=DeleteDataobjectRelation
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=BatchCreateDataobjectRelations
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ListDataobjects
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=CreateDataobject


API Name Command Description Operation

Batch Deleting
Data Objects

hcloud SecMaster
DeleteDataobjects
/v1

This API is used to
batch delete data
objects.

Go debug

Querying a Data
Object

hcloud SecMaster
ShowDataobject/v
1

This API is used to
query a data object.

Go debug

Editing a Data
Object

hcloud SecMaster
UpdateDataobject
/v1

This API is used to
update a data object.

Go debug

Exporting a Data
Object

hcloud SecMaster
ExportDataobjects
/v1

This API is used to
export data objects.

Go debug

Importing a Data
Object

hcloud SecMaster
ImportDataobject
s/v1

This API is used to
import data objects.

Go debug

 

Data Object Management
API Name Command Description Operation

Batch Creating
Data Objects

hcloud SecMaster
BatchCreateData-
panelObjects/v1

This API is used to
create data objects
managed by data
classes in batches on
the data plane.

Go debug

Querying a Data
Plane Object

hcloud SecMaster
ShowDatapanelO
bject/v1

This API is used to
query details about
managed data objects
on the data plane.

Go debug

Querying the
Data Object List

hcloud SecMaster
ListDatapanelOb-
jects/v1

This API is used to
query data objects
managed by data
classes on the data
plane.

Go debug

 

Layouts
API Name Command Description Operation

Querying the
Layout List

hcloud SecMaster
ListLayout/v1

This API is used to
query the layout list.

Go debug
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https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=DeleteDataobjects
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ShowDataobject
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=UpdateDataobject
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ExportDataobjects
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ImportDataobjects
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=BatchCreateDatapanelObjects
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ShowDatapanelObject
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ListDatapanelObjects
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ListLayout


API Name Command Description Operation

Creating a Layout hcloud SecMaster
CreateLayout/v1

This API is used to
create a layout.

Go debug

Deleting a Layout hcloud SecMaster
DeleteLayouts/v1

This API is used to
delete a layout.

Go debug

Querying Layout
Details

hcloud SecMaster
ShowLayout/v1

This API is used to
query layout details.

Go debug

Modifying a
Layout

hcloud SecMaster
UpdateLayout/v1

This API is used to
modify a layout.

Go debug

Managing Layouts hcloud SecMaster
ExecuteLayout/v1

This API is used to
manage a layout.

Go debug

Querying the
Layout Page List

hcloud SecMaster
ListLayoutWizards
/v1

This API is used to
query all layouts.

Go debug

Creating a Layout
Page

hcloud SecMaster
CreateLayoutWiza
rd/v1

This API is used to
create a layout.

Go debug

Querying Layout
Page Details

hcloud SecMaster
ShowLayoutWizar
dByField/v1

This API is used to
query layout page
details.

Go debug

Batch Updating
Layout Pages

hcloud SecMaster
UpdateLayoutWiz
ards/v1

This API is used to
update a layout.

Go debug

Querying the
Layout Page

hcloud SecMaster
ShowLayoutWizar
d/v1

This API is used to
query the layout page.

Go debug

Deleting a Layout
Page

hcloud SecMaster
DeleteLayoutWiza
rd/v1

This API is used to
delete a layout.

Go debug

Querying the
Module List

hcloud SecMaster
ListModules/v1

This API is used to
query all modules.

Go debug

Creating a
Module

hcloud SecMaster
CreateModule/v1

This API is used to
create a module.

Go debug

Querying Module
Details

hcloud SecMaster
ShowModule/v1

This API is used to
query module details.

Go debug

Updating a
Layout Module

hcloud SecMaster
UpdateModule/v1

This API is used to
update a layout
module.

Go debug

Deleting a
Module

hcloud SecMaster
DeleteModule/v1

This API is used to
delete a module.

Go debug
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https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=CreateLayout
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=DeleteLayouts
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ShowLayout
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=UpdateLayout
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ExecuteLayout
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ListLayoutWizards
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=CreateLayoutWizard
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ShowLayoutWizardByField
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=UpdateLayoutWizards
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ShowLayoutWizard
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=DeleteLayoutWizard
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ListModules
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=CreateModule
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ShowModule
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=UpdateModule
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=DeleteModule


Security Reports
API Name Command Description Operation

Managing
Security Reports

hcloud SecMaster
ExecuteReportAc-
tion/v1

This API is used to
manage a security
report.

Go debug

Obtaining
Security Report
Details

hcloud SecMaster
ShowReportInfo/v
1

This API is used to
obtain report details.

Go debug

Updating a
Security Report

hcloud SecMaster
UpdateReport/v1

This API is used to
update a security
report.

Go debug

Deleting a
Security Report

hcloud SecMaster
DeleteReport/v1

This API is used to
delete a security
report.

Go debug

Querying the
Security Report
List

hcloud SecMaster
ListReports/v1

This API is used to
obtain the report list.

Go debug

Creating a
Security Report

hcloud SecMaster
CreateReport/v1

This API is used to
create a security
report.

Go debug

Updating the
Recipient Email
Address Status

hcloud SecMaster
UpdateRecipient-
sEmailStatus/v1

This API is used to
update the email
address status of a
recipient.

Go debug

Querying the
Recipient Status

hcloud SecMaster
ListRecipientsSta-
tus/v1

This API is used to
query the status of a
recipient.

Go debug

 

Directory Customization
API Name Command Description Operation

Querying the
Directory List

hcloud SecMaster
ListAllSecondCa-
talogue/v1

This API is used to
query the directory
list.

Go debug

Creating a
Custom Directory

hcloud SecMaster
CreateCatalogue/
v1

This API is used to
create a custom
directory.

Go debug

Batch Deleting
Directories

hcloud SecMaster
DeleteCatalogue/
v1

This API is used to
batch delete
directories.

Go debug

SecMaster
CLI Reference 2 CLI Command Reference

Issue 01 (2026-08-26) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 34

https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ExecuteReportAction
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ShowReportInfo
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=UpdateReport
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=DeleteReport
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ListReports
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=CreateReport
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=UpdateRecipientsEmailStatus
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ListRecipientsStatus
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ListAllSecondCatalogue
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=CreateCatalogue
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=DeleteCatalogue


API Name Command Description Operation

Modifying a
Custom Directory

hcloud SecMaster
UpdateCatalogue/
v1

This API is used to
modify a custom
directory.

Go debug

Querying the List
of Directories by
Condition

hcloud SecMaster
ListCatalogue/v1

This API is used to
query the list of
directories based on
specified conditions.

Go debug

Batch Modifying
Directories

hcloud SecMaster
BatchUpdateCata-
logue/v1

This API is used to
batch modify custom
directories.

Go debug

 

Metric Definitions
API Name Command Description Operation

Querying the
Metric List

hcloud SecMaster
ListMetrics/v1

This API is used to
query the metric list.

Go debug

Creating a Metric hcloud SecMaster
CreateMetric/v1

This API is used to
create a metric.

Go debug

Obtaining Metric
Metadata

hcloud SecMaster
ShowMetricMeta
Data/v1

This API is used to
obtain metric
metadata.

Go debug

Updating a Metric
Definition

hcloud SecMaster
UpdateMetrics/v1

This API is used to
update a metric
definition.

Go debug

Deleting a Metric hcloud SecMaster
DeleteMetrics/v1

This API is used to
delete a metric.

Go debug

 

Classifications & Mappings
API Name Command Description Operation

Querying
Classifications &
Mappings

hcloud SecMaster
ShowMappingInfo
List/v1

This API is used to
query the list of
classifications &
mappings.

Go debug

Querying
Classification &
Mapping
Functions

hcloud SecMaster
ShowMappingFun
ction/v1

This API is used to
query functions used
for classifications and
mappings.

Go debug
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https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=UpdateCatalogue
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ListCatalogue
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=BatchUpdateCatalogue
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https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=CreateMetric
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ShowMetricMetaData
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=UpdateMetrics
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=DeleteMetrics
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ShowMappingInfoList
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ShowMappingFunction


API Name Command Description Operation

Copying a
Mapping

hcloud SecMaster
CopyMapping/v1

This API is used to
copy a mapping.

Go debug

Deleting Mapping
Information

hcloud SecMaster
DeleteMappingIn-
fo/v1

This API is used to
delete mapping
information.

Go debug

Modifying the
Status of a
Mapping

hcloud SecMaster
UpdateMappingIn
foStatus/v1

This API is used to
modifying the status
of a categorical
mapping.

Go debug

Adding a
Classification

hcloud SecMaster
CreateClassifier/v1

This API is used to
add a classification.

Go debug

Querying
Classification
Details

hcloud SecMaster
ShowClassifierIn-
fo/v1

This API is used to
query classification
details.

Go debug

Modifying a
Classification

hcloud SecMaster
UpdateClassifier/v
1

This API is used to
modify a
classification.

Go debug

Deleting a
Classification

hcloud SecMaster
DeleteClassifier/v1

This API is used to
delete a classification.

Go debug

Adding a
Mapping

hcloud SecMaster
CreateMapper/v1

This API is used to
add a mapping.

Go debug

Querying the
Mapping List

hcloud SecMaster
ShowMapperList/
v1

This API is used to
query the mapping
list.

Go debug

Querying
Mapping Details

hcloud SecMaster
ShowMapperDeta
il/v1

This API is used to
query mapping
details.

Go debug

Modifying a
Mapping

hcloud SecMaster
UpdateMapper/v1

Modifying a Mapping Go debug

Deleting a
Mapping

hcloud SecMaster
DeleteSingleMap-
per/v1

This API is used to
delete a mapping.

Go debug

Creating a
Preprocessing
Rule

hcloud SecMaster
CreatePreProcess-
Rules/v1

This API is used to
create a preprocessing
rule.

Go debug

Querying
Preprocessing
Rules

hcloud SecMaster
ShowPreProcessR
ulesList/v1

This API is used to
query preprocessing
rules.

Go debug
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https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=CopyMapping
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=DeleteMappingInfo
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=UpdateMappingInfoStatus
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https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=UpdateClassifier
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=DeleteClassifier
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=CreateMapper
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ShowMapperList
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ShowMapperDetail
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=UpdateMapper
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=DeleteSingleMapper
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=CreatePreProcessRules
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ShowPreProcessRulesList


Playbook Management
API Name Command Description Operation

Monitoring
Playbook Running

hcloud SecMaster
ShowPlaybookMo
nitors/v1

Playbook Running
Monitoring (Offline
Soon)

Go debug

Querying
Playbook
Statistics Data

hcloud SecMaster
ShowPlaybookSta
tistics/v1

Playbook Statistics
(Offline Soon)

Go debug

Querying the
Playbook List

hcloud SecMaster
ListPlaybooks/v1

This API is used to
query the playbook
list.

Go debug

Creating a
Playbook

hcloud SecMaster
CreatePlaybook/v
1

This API is used to
create a playbook.

Go debug

Querying
Playbook Details

hcloud SecMaster
ShowPlaybook/v1

This API is used to
query details about a
playbook.

Go debug

Modifying a
Playbook

hcloud SecMaster
UpdatePlaybook/v
1

This API is used to
modify a playbook.

Go debug

Deleting a
Playbook

hcloud SecMaster
DeletePlaybook/v
1

This API is used to
delete a playbook.

Go debug

 

Playbook Version Management
API Name Command Description Operation

Cloning a
Playbook and Its
Version

hcloud SecMaster
CopyPlaybookVer-
sion/v1

Cloning a Playbook
and Version (Offline
Soon)

Go debug

Querying the
Playbook Version
List

hcloud SecMaster
ListPlaybookVer-
sions/v1

This API is used to
query the version list
of a playbook.

Go debug

Creating a
Playbook Version

hcloud SecMaster
CreatePlaybookVe
rsion/v1

This API is used to
create a playbook
version.

Go debug

Querying
Playbook Version
Details

hcloud SecMaster
ShowPlaybookVer
sion/v1

This API is used to
query playbook
version details.

Go debug
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https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ShowPlaybookMonitors
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ShowPlaybookStatistics
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ListPlaybooks
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=CreatePlaybook
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ShowPlaybook
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=UpdatePlaybook
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=DeletePlaybook
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=CopyPlaybookVersion
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ListPlaybookVersions
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=CreatePlaybookVersion
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ShowPlaybookVersion


API Name Command Description Operation

Updating a
Playbook Version

hcloud SecMaster
UpdatePlaybookV
ersion/v1

This API is used to
update a playbook
version.

Go debug

Deleting a
Playbook Version

hcloud SecMaster
DeletePlaybookVe
rsion/v1

This API is used to
delete a playbook
version.

Go debug

 

Playbook Rule Management (Offline Soon)
API Name Command Description Operation

Creating a
Playbook Rule

hcloud SecMaster
CreatePlaybookRu
le/v1

This API is used to
create a playbook
rule.

Go debug

Querying
Playbook Rule
Details

hcloud SecMaster
ShowPlaybookRul
e/v1

This API is used to
query details about a
playbook rule.

Go debug

Updating a
Playbook Rule

hcloud SecMaster
UpdatePlaybookR
ule/v1

This API is used to
update a playbook
rule.

Go debug

Deleting a
Playbook Rule

hcloud SecMaster
DeletePlaybookRu
le/v1

This API is used to
delete a playbook
rule.

Go debug

 

Playbook Instance Management
API Name Command Description Operation

Querying the
Playbook Instance
List

hcloud SecMaster
ListPlaybookInsta
nces/v1

This API is used to
query the playbook
instance list.

Go debug

Querying Details
About a Playbook
Instance

hcloud SecMaster
ShowPlaybookInst
ance/v1

This API is used to
query details about a
playbook instance.

Go debug

Operating a
Playbook Instance

hcloud SecMaster
ChangePlaybookI
nstance/v1

Operating a Playbook
Instance

Go debug

Querying the
Playbook
Topology

hcloud SecMaster
ShowPlaybookTop
ology/v1

Querying the
Playbook Topology

Go debug
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https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=UpdatePlaybookVersion
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=DeletePlaybookVersion
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=CreatePlaybookRule
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ShowPlaybookRule
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=UpdatePlaybookRule
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=DeletePlaybookRule
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ListPlaybookInstances
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ShowPlaybookInstance
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ChangePlaybookInstance
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ShowPlaybookTopology


API Name Command Description Operation

Querying Review
Logs of a
Playbook Instance

hcloud SecMaster
ListPlaybookAudi-
tLogs/v1

Querying Review Logs
of a Playbook
Instance

Go debug

 

Playbook Review Management
API Name Command Description Operation

Reviewing a
Playbook

hcloud SecMaster
CreatePlaybookAp
prove/v1

This API is used to
review a playbook.

Go debug

Querying the
Playbook Review
Result

hcloud SecMaster
ListPlaybookAppr
oves/v1

This API is used to
query the playbook
review result.

Go debug

 

Playbook Action Management (Offline Soon)
API Name Command Description Operation

Querying the
Playbook
Workflow

hcloud SecMaster
ListPlaybookActio
ns/v1

Querying the
Playbook Workflow
List

Go debug

Creating a
Playbook
Workflow

hcloud SecMaster
CreatePlaybookAc
tion/v1

This API is used to
create a playbook
workflow.

Go debug

Updating a
Playbook
Workflow

hcloud SecMaster
UpdatePlaybookA
ction/v1

This API is used to
update a playbook
workflow.

Go debug

Deleting a
Playbook
Workflow

hcloud SecMaster
DeletePlaybookAc
tion/v1

This API is used to
delete a playbook
workflow.

Go debug

 

Playbook Packaging Management
API Name Command Description Operation

Exporting
Playbooks

hcloud SecMaster
ExportPlaybook/v
1

This API is used to
export playbooks.

Go debug
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https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ListPlaybookAuditLogs
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=CreatePlaybookApprove
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ListPlaybookApproves
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ListPlaybookActions
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=CreatePlaybookAction
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=UpdatePlaybookAction
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=DeletePlaybookAction
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ExportPlaybook


API Name Command Description Operation

Importing
Playbooks

hcloud SecMaster
ImportPlaybook/v
1

This API is used to
import playbooks.

Go debug

 

Emergency Policies
API Name Command Description Operation

Creating a Retry
Emergency Policy

hcloud SecMaster
CreateRetryPolicy/
v1

This API is used to
create a retry
emergency policy.

Go debug

Querying Policy
View Objects

hcloud SecMaster
ShowPolicy/v1

This API is used to
query policy view
objects.

Go debug

Batch Deleting
Emergency
Policies

hcloud SecMaster
DeletePolicies/v1

This API is used to
batch delete
emergency policies.

Go debug

Querying the
Policy View List

hcloud SecMaster
SearchPolicy/v1

This API is used to
query the policy view
list.

Go debug

Querying the Task
View List

hcloud SecMaster
SearchPolicyRecor
d/v1

This API is used to
query the task view
list.

Go debug

Querying
Historical Records
by Policy ID

hcloud SecMaster
SearchPolicyRecor
dByPolicyId/v1

This API is used to
query the historical
records of a policy by
policy ID.

Go debug

 

Resource Manager
API Name Command Description Operation

Querying the
Resource List

hcloud SecMaster
ListResources/v1

This API is used to
query the resource
list.

Go debug

Deleting a
Resource

hcloud SecMaster
DeleteResource/v
1

This API is used to
delete a resource.

Go debug

Obtaining
Resource Details

hcloud SecMaster
ShowResource/v1

This API is used to
obtain resource
details.

Go debug
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https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ImportPlaybook
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=CreateRetryPolicy
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ShowPolicy
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=DeletePolicies
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=SearchPolicy
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=SearchPolicyRecord
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=SearchPolicyRecordByPolicyId
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ListResources
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=DeleteResource
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ShowResource


API Name Command Description Operation

Updating
Resource
Information

hcloud SecMaster
ChangeResource/v
1

This API is used to
update a resource
based on its attribute
changes. The update
works on only
changed columns.

Go debug

Importing
Resources

hcloud SecMaster
ImportResource/v
1

This API is used to
import resources. You
need to fill in the
downloaded template
based on the data
object types and
descriptions specified
for resources.
Mandatory fields
cannot be left empty.
The backend will
verify all fields during
import.

Go debug

Exporting the
Resource List

hcloud SecMaster
ExportResources/v
1

This API is used to
export the resource
list.

Go debug

Downloading the
Resource Import
Template

hcloud SecMaster
DownloadResourc
eTemplate/v1

This API is used to
download the
resource import
template.

Go debug

 

Task Center
API Name Command Description Operation

Querying the To-
Do List

hcloud SecMaster
ListTasks/v1

This API is used to
query the to-do list.

Go debug

Querying Details
About a To-Do
Task

hcloud SecMaster
ShowTask/v1

This API is used to
query details about a
to-do task.

Go debug

Updating To-Do
Task Information

hcloud SecMaster
UpdateTask/v1

This API is used to
update to-do task
information.

Go debug
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https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ChangeResource
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ImportResource
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ExportResources
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=DownloadResourceTemplate
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ListTasks
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ShowTask
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=UpdateTask


Vulnerability Management
API Name Command Description Operation

Obtaining
Vulnerability
Details

hcloud SecMaster
ShowVulnerabili-
ty/v1

This API is used to
obtain vulnerability
details.

Go debug

Querying the
Vulnerability List

hcloud SecMaster
ListVulnerabilities/
v1

This API is used to
query the list of
detected
vulnerabilities.

Go debug

Exporting
Vulnerabilities

hcloud SecMaster
ExportVulnerabili-
ties/v1

This API is used to
export vulnerability
details.

Go debug

Import
Vulnerabilities

hcloud SecMaster
ImportVulnerabili-
ties/v1

This API is used to
import vulnerabilities
in batches. You need
to fill in the
downloaded template
based on the data
object types and
descriptions specified
for vulnerabilities.
Mandatory fields
cannot be left empty.
The backend will
verify all fields during
import.

Go debug

Downloading a
Vulnerability
Import Template

hcloud SecMaster
DownloadVulnera
bilityTemplate/v1

This API is used to
download the
vulnerability import
template. The
template is organized
based on the standard
data class field
attributes.

Go debug

 

Resource Tag Management
API Name Command Description Operation

Deleting a
Resource Tag

hcloud SecMaster
DeleteTags/v1

This API is used to
batch delete tags
from a specified
instance.

Go debug
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https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ShowVulnerability
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ListVulnerabilities
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ExportVulnerabilities
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ImportVulnerabilities
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=DownloadVulnerabilityTemplate
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=DeleteTags


API Name Command Description Operation

Batch Deleting
Resource Tags

hcloud SecMaster
BatchUntagResou
rces/v1

This API is used to
batch delete tags
from a specified
instance.

Go debug

Updating a Tag
Value

hcloud SecMaster
UpdateTagValue/v
1

This API is used to
update a tag value.

Go debug

Querying
Resource Tags

hcloud SecMaster
ListResourceTag/v
1

This API is used to
query tags of a
specific resource.

Go debug

Querying Tags in
a Project

hcloud SecMaster
ListProjectTag/v1

This API is used to
query tags of all
resources in a
specified project.

Go debug

Batch Adding tags
to a Resource

hcloud SecMaster
BatchTagResource
s/v1

This API is used to
batch add tags for a
specified instance.

Go debug

 

Resource Instance Management
API Name Command Description Operation

Querying the
Resource Instance
List

hcloud SecMaster
ListResourceInstan
ce/v1

This API is used to
query the resource
instance list by tag.

Go debug

Querying the
Number of
Resource
Instances

hcloud SecMaster
CountResourceIn-
stance/v1

This API is used to
query the number of
resource instances by
tag.

Go debug

 

Workspace Management
API Name Command Description Operation

Querying the
Workspace List

hcloud SecMaster
ListWorkspaces/v1

This API is used to
query the workspace
list. You can filter
workspaces by
workspace name,
workspace description,
and creation time.

Go debug
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https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=BatchUntagResources
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=UpdateTagValue
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ListResourceTag
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ListProjectTag
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=BatchTagResources
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ListResourceInstance
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=CountResourceInstance
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=ListWorkspaces


API Name Command Description Operation

Creating a
Workspace

hcloud SecMaster
CreateWorkspace/
v1

Before using the
baseline inspection,
alert management,
security analysis, and
security orchestration
in SecMaster, you
need to create at least
one workspace first.
You can use
workspaces to group
your resources by
application scenario.
This will make
security operations
more efficient.

Go debug

Querying Details
About a
Workspace

hcloud SecMaster
ShowWorkspace/v
1

This API is used to
query details about a
workspace, such as
the workspace name
and description.

Go debug

Updating a
Workspace

hcloud SecMaster
UpdateWorkspace
/v1

This API is used to
update the name,
description, and other
information of a
workspace.

Go debug

Deleting a
Workspace

hcloud SecMaster
DeleteWorkspace/
v1

This API is used to
delete a workspace.

Go debug

 

Agency Management
API Name Command Description Operation

Viewing Agency
Information

hcloud SecMaster
ListServiceAgency/
v1

check service linked
agency

Go debug

Creating an
Agency and
Granting
Permissions to It

hcloud SecMaster
CreateServiceAge
ncy/v1

This API is used to
create an agency
based on the role and
scope in the body and
assign the policy to
the agency.

Go debug
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https://console-intl.huaweicloud.com/apiexplorer/#/openapi/SecMaster/cli?version=v1&api=CreateWorkspace
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